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1. EXECUTIVE SUMMARY

1.1. Background

This paper starts with a general introduction to the concept of IT Governance, including some of the
most important references to previous works in this relatively new field. Among these references,
the one proposed by ITGI (2005) regarding the COBIT framework is particularly noteworthy. This
proposal also describes the IT Governance framework designed by JISC (2007) for Universities in the
United Kingdom, which is particularly interesting for us as it is geared towards universities. Finally,
the main characteristics of the ISO/IEC 38500:2008 international standard regarding “Corporate
Governance of Information Technology” are presented.

1.2. Alternatives

Using these previous experiences as a starting point, Fernandez (2008) developed a University-
oriented IT Governance Framework (ITG4U) for the Spanish Association of University Rectors (CRUE
in Spanish), published in December 2008, which is based on the JISC model and describes the
principles and characteristics of the new international standard ISO 38500 (2008).

The ITG4U is divided into three levels: the upper level contains the 6 ISO 38500 principles; the
middle level includes seventeen IT objectives and their relationship with each of the ISO principles;
the lower level consists of three types of metrics (maturity indicators, qualitative evidence
indicators and quantitative evidence indicators) that will be used to measure whether IT objectives
have been fulfilled. The paper also presents the features of CRUE’s framework and the results from
its validation process.

In order to simplify the implementation of the ITG4U framework in each university, several tools are
to be developed: a web application with the questionnaire that supports the auto-evaluation process
about IT Governance maturity and a system for automatic result analysis, a maturity model
definition (similar to COBITs), the creation of a good practices guide to support the design of
improvement initiatives, and the publication of an annual study interpreting the status of IT
Governance within the global context of the Spanish Higher Education System (SUE).

1.3. Conclusions

The ITG4U Framework proposed by CRUE will be very useful in designing improvement actions that
may be implemented in each university in order to reach a higher IT governance maturity level. The
Spanish Higher Education System will have common tools to provide information in order to compare
universities and to help design global improvement actions. On the other hand, as long as the model
is reasonably general, other European universities will be able to use it without having to make
significant changes. At least, it will provide a good reference and the experience gained through its
implementation may be taken into account in the design of their own IT governance frameworks.



2. IT GOVERNANCE IN HIGHER EDUCATION (HE)

2.1. Definition of IT Governance

According to ISO/IEC 38500 (2008) “Corporate Governance of IT is the system by which the current
and future use of IT is directed and controlled. Corporate governance of IT involves evaluating and
directing the use of IT to support the organisation and monitoring this use to achieve plans. It
includes the strategy and policies for using IT within an organisation”.

Other interesting definitions: IT Governance Institute (2003), “IT governance is the responsibility of
the board of directors and executive management. It is an integral part of enterprise governance
and consists of the leadership and organisational structures and processes that ensure that the
organisation’s IT sustains and extends the organisation’s strategies and objectives”; for Weill &
Woodham (2002), “IT governance is specifying the decision rights and accountability framework to
encourage desirable behaviour in the use of IT “; for Van Grembergen (2000), “IT governance is the
organisational capacity exercised by the board, executive management and IT management to
control the formulation and implementation of IT strategy and in this way ensure the fusion of
business and IT “.

All of the definitions quoted above are different but they also coincide in some fundamental aspects:
e IT governance is the responsibility of the board of directors and executive management
* The main objective of IT governance is to align business strategy and IT strategy

e IT governance includes strategies, policies, responsibilities, structures and processes for
using IT within an organisation.

e There is a clear difference between IT governance and IT management
e |IT governance is an integral part of corporate governance

2.2. IT Governance Frameworks

For Weill & Woodham (2002), Peterson (2004) and Van Grembergen et al. (2004), IT Governance may
be implemented by using a mixture of structures, processes and relational mechanisms. Each of
these elements is fundamental for the successful implementation of an IT Governance framework in
an organisation:

e Structures include the organisation and assignment of the IT functions to specific people or
departments, the existence of clearly defined roles and responsibilities and the creation of a
series of committees related to IT planning and operation.

* Processes refer to strategic decision making, the strategic planning of IT systems, the
management of services and monitoring, control and process definition tools (COBIT, ITIL, IT
BSC, etc.).

e Lastly, relational mechanisms are established in order to support the relationship that
should exist between IT and the business. These mechanisms include: the active
participation of corporate executives and IT management, strategic dialogue, training,
exchange of experiences and knowledge and communication throughout the organisation.

A specific combination of these elements is called an IT Governance Framework.

Several frameworks have been designed by distinguished researchers, including: Peterson (2004),
Weill & Ross (2004), Van Grembergen et al. (2004), Nolan & McFarlan (2005) and Dahlberg & Kivijarvi
(2006).

Some of these theoretical proposals have been implemented in the form of a toolkit used to set up
IT Governance models in organisations. The Framework by Calde-Moir (Calde-Moir, 2008) is worth
mentioning, but the most widely used is COBIT (ITGI, 2007). ITGI developed COBIT based on its own
IT Governance framework (Figure 1).



Figure 1. ITGI IT Governance Framework
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However, the publication of the ISO/IEC 38500 (2008) international standard will provide a reference
against which these frameworks may be adapted.

The purpose of the ISO/IEC 38500 standard is to promote the effective, efficient, and acceptable use
of IT in all organisations by:

assuring stakeholders (including consumers, shareholders, and employees) that, if the
standard is followed, they can have confidence in the organisation’s corporate governance of
IT;

informing and guiding directors in governing the use of IT in their organisation; and
providing a basis for objective evaluation of the corporate governance of IT.

This standard sets out six principles for a good corporate governance of IT:

1.

Responsibility. Individuals and groups within the organisation understand and accept their
responsibilities with respect to both the supply of, and demand for IT. Those with
responsibility for undertaking actions also have the authority to perform those actions.

Strategy. The organisation’s business strategy takes into account the current and future IT
capabilities; the strategic plans for IT satisfy the current and ongoing needs of the
organisation’s business strategy.

Acquisition. IT acquisitions are made for valid reasons, based on an appropriate and ongoing
analysis, with clear and transparent decision making. There is a suitable balance between
benefits, opportunities, costs, and risks, in both the short and long term.

Performance. IT is fit for purpose in supporting the organisation, providing the services, and
the appropriate levels and quality of service necessary to meet current and future business
requirements.

Conformance. IT complies with all mandatory legislation and regulations. Policies and
practices are clearly defined, implemented and enforced.

Human Behaviour. IT policies, practices and decisions demonstrate respect for Human
Behaviour, including the current and evolving needs of all the ‘people in the process’.



The principles express the preferred behaviour to guide decision making. The statement of each
principle refers to what should happen, but does not prescribe how, when or by whom the principles
would be implemented - as these aspects are dependent on the nature of the organisation
implementing the principles. Directors should ensure that these principles are applied.

Directors should govern IT through three main tasks:
e Evaluating the current and future use of IT.

* Directing the preparation and implementation of plans and policies to ensure that the use of
IT is aligned with the business objectives.

* Monitoring the conformance to policies, and performance against the plans.
Figure 2 shows the evaluate-direct-monitor cycle model of IT Governance.

Figure 2. Model for Corporate Governance of IT from
ISO 38500 (2008)
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2.3. Current situation of IT Governance in HE

These IT Governance frameworks are implemented in an organisation in order to improve the
management of technology in function with business needs.

According to a recent study by the IT Governance Institute (ITGI, 2008), around 50% of organisations
have already implemented (18%) or are in the process of implementing (34%) IT governance systems.
This same study has calculated an average global value of IT governance maturity of 2.67 (on a scale
that ranges from 0 to 5) of those organisations that have an IT Governance framework in place.
Figure 3 illustrates a significant positive evolution in the IT Governance Maturity level in recent
years.



Figure 3. IT Governance Maturity Level Evolution from ITGI (2008)
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However, the universities have not yet reached this level of maturity (Figure 4). Yanosky &
Borrenson (2008) establish that the average maturity value of universities on a global level is 2.30,
although the analysis conducted by Llorens & Fernandez (2008) reveals that the average maturity
level of Spanish universities is 1.44 (on a scale of up to 5).

Figure 4. IT Governance Maturity Level in Higher Education from Yanosky and Borrenson (2008)
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One of the main reasons why the IT governance systems are being implemented and maturing at a
slower rate in universities may be the lack of own frameworks in the university environment. Coen &
Kelly (2007) recognised that guidelines for IT governance would need to meet the specific needs of
higher education institutions. Higher Education Institutions (HEIls) are driven by a complex set of
cultural and motivational factors, arising from their status as non-profit organisations, which directly
affect their management and governance. Many of the principles underlying the development of IT
governance frameworks in the commercial sector may be equally valid for higher education



institutions (for example ensuring clear decision-making structures and approaches to risk
assessment). However, others (such as specific types of performance measurement, particularly
profit-related financial performance measures) are not as directly applicable.

For Weill & Ross (2004) “a frustration facing not-for-profit executives is that many of the
management frameworks and measures are designed for profit-seeking organisations where the
performance measures of profit, shareholder value and corporate citizenship are clear. ... leaders of
not-for profit organisations need a different management framework to help strategise and
govern...”

On an international level, there are numerous universities that have implemented IT Governance
within their campuses: some have used COBIT to implement it, for example South Louisiana
Community College (Council, 2006); others have designed their own IT governance models based on
literature, for example the University of California (2008) which includes elements from an IT
Governance model in its IT Strategic Plan; Pretorius (2006) has designed a more practical and less
academic model for the University of Pretoria; Ridley (2006) has proposed an IT Governance model
based on Weill & Ross (2004) for the University of Guelph; and the University of Calgary (2007) has
implemented and excellent model.

The first initiative in the design of an IT Governance model which provides a reference for the whole
university system was that undertaken by the Joint Information Systems Committee (JISC) for
universities in the United Kingdom. This committee designed a reference model (JISC, 2007a) and a
toolkit (JISC, 2007b) for the self-evaluation of IT Governance maturity, which has become a starting
point in helping universities in the process of identifying and defining the IT role within the planning
and governance of their organisation. This framework was designed to be highly flexible and able to
be used by different types of university: large or small, old or modern and to take into account the
different cultures which prevail in the institutional governing of universities.

The JISC reference model for IT Governance is based on 5 perspectives: governance, management,
resources, organisation and services (Figure 5). The position of services in the centre of the diagram
indicates the orientation of the framework towards a centralisation of services. The services offered
by the institutional information systems use the resources and are organised according to the
organisational structure and the processes that are implemented therein. The diagram reflects that
the services, resources and organisation are the principal components of information systems
management. The governance activities are positioned above and overlap with management and are
largely concerned with ensuring that management is effective and that the activities are aligned
with the institutional priorities.

3. IT GOVERNANCE FRAMEWORK FOR UNIVERSITIES (ITG4U)

Using these previous experiences as a starting point, Fernandez (2008) developed a University-
oriented IT Governance Framework (ITG4U) for the Spanish Association of University Rectors (CRUE
in Spanish), published in December 2008, which is based on the JISC model and describes the
principles and characteristics of the new international standard I1SO 38500 (2008).

The ITG4U framework is divided into three levels (Figure 6): the upper level contains the 6 I1SO 38500
principles; the middle level includes seventeen IT objectives and their relationship with each of the
ISO principles; the lower level consists of three types of metrics (maturity indicators, qualitative
evidence indicators and quantitative evidence indicators) that will be used to measure whether IT
objectives have been fulfilled.

3.1. IT Goals

The 17 goals which have been designed (Table 1) have become the objectives of reference which the
university must reach to be able to carry out an adequate IT Governance.

The development of the IT goals is based on those found in the most significant frameworks and
studies. This circumstance may be confirmed in the mapping reflected in Table 2.



Figure 5. IT Governance Framework from JISC (2007a)
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Table 1. IT Goals for ITG4U framework

Have a very clear idea of the vision and IT strategy for the whole university.
Align the IT strategy and the institutional strategy (business strategy).
Reach IT objectives using an integral IT governance system.

Have a decision making structure aligned with the IT strategy.

Provide high level IT policies and procedures which comply with external laws and
regulations and support international standards.

Make IT decisions that are correctly reasoned and effective.

Know and achieve the return value on IT investment.

IT projects must achieve the planned goals.

Define an IT architecture that will include process definition and system integration.
Acquire the necessary technology to fulfil the requirements of the institution.
Guarantee that the established ITs are working according to plan.

IT-based services must meet the level required by the users.

Know and manage IT associated risks.

Ensure that IT systems are flexible and agile in responding to future changes.

Have adequate and sufficiently trained staff who can govern IT efficiently.
Incorporate respect for people and social and environmental values within the IT strategy.
Exchange IT experiences with other organisations and with society as a whole.

Table 2. IT Goals mapping several frameworks
C COBIT
UK JISC (United Kingdom)

WR Weilly Ross
CM Calder-Moir

E ECA R (EDUCA USE)
Vv Van Grembergen
CRUE Researchers
IT Goals from [TG4U

Have a very clearidea of the vision and I T strategy for the whole university.
Align the I T strategy and the institutionalstrategy (business strategy).

Reach IT objectivesusing an integrall T governance system.
Have a decision making structure aligned with the IT strategy.

Provide high levellT policies and procedures which comply with externallaws and regulations and

supportinternationalstandards.
E WR UK C Make IT decisions that are correctly reasoned and effective.

V E CM WR UK C Know and achieve the return value on IT investment.
IT projects must achieve the planned goals.
Define an IT architecture that willinclude process definition and system integration.

vV E CM WR UK C Acquire the necessary technology to fulfilthe requirements of the institution.

UK Guarantee that the established I Ts are working according to plan.
E CM UK C IT based services must meet the levelrequired by the users.
\ CM c Know and manage IT associated risks.
v CM C Ensure that I T systems are flexible and agile in responding to future changes.
V E CM Uk ' C Have adequate and sufficiently trained staff who can govern IT efficiently.

Incorporate respect for people and socialand environmentalvalues within the I T strategy.

4Vl Exchange [T experiences with other organisations and with societyas a whole



Once the 17 objectives had been defined, two validation processes were carried out in which around
50% of the IT Managers of the HEIs participated:

Validation of the IT Goals, the results of this process are summarised in Table 3. The ain of
this exercise was to establish whether the proposed IT objectives were considered to be
important by the interviewees and whether any objectives had been overlooked.

Validation of the relation between the IT goals and each of the ISO principles. This
exercise seeks to establish which goals are important for each principle and to discover
whether any objective related with a specific principle has been overlooked.

Table 3. Validation of the IT Goals

IT GOAL |TOTAL |AVERAGH T.D. |TOTAL (AVERAGH T.D.
52 4,63 0,72 48 4,70 1,82
52 4,31 0,61 48 4,63 1,81
52 4,42 0,87| 48 4,60 1,81
52 415 0,87| 48 4,48 1,77
52 4,15 0,85 48 4,45 1,81
52 4,54 0,75| 48 4,45 1,79
52 41 0,82 48 415 1,74
52 4,1 0,85 48 4,15 1,68
52 4,31 0,76| 48 413 1,68
52 3,71 0,80| 48 410 1,77
52 4,13 0,97 48 4,08 1,63
52 4,29 0,94| 48 4,05 1,77
52 4,04 0,89| 48 4,00 1,66
52 4 0,77 48 3,98 1,65
14 52 3,83 1,04 48 3,53 1,56
17 52 3,87 0,89| 48 3,48 1,51
16 52 3,63 1,07 48 3,40 1,59

Will be present for being strongly supported by users

Will be present due to a certain level of supoirt from users but
are also backed by researchers

The results of the validation process broadly confirmed the IT objectives of the ITG4U and only
revealed slight modifications which were applied immediately.

3.2. Indicators

In order to measure their level of maturity, a set of indicators for each IT goal are established which
are made up of three types of indicator (Figure 7):

Maturity indicator of IT goals is a qualitative indicator (with a value of between 0 and 5)
which defines the maturity of each of the IT goals in relation to a descriptive checklist
included in the Maturity Model.

Qualitative Evidence Indicators; a set of qualitative indicators is associated to each IT goal
and their value (between 0 and 5) should define the maturity of the IT objective to which
they belong. There are between 5 and 10 qualitative indicators for each IT objective
depending on the objective in question (Table 3). These indicators include questions related
to the elements of IT governance, for example, “Does the university have sufficient
financing to be able to implement the IT strategy?” or “Is the IT strategy updated
periodically?”



* Quantitative Evidence Indicators; a set of quantitative indicators is associated to each IT
objective which together with the qualitative indicators help to ascertain the maturity of
the IT objective to which they belong. For example, a quantitative indicator related to the
qualitative indicators mentioned above would be “IT investment budget = 3 million euros”,
“Percentage of IT investment in relation to global investment budget = 5%” “How often are
IT strategies reviewed? = every 3 years”, etc. the number of quantitative indicators for each
IT objective is around 5, but this may vary depending on the objective.

Figure 7. Set of indicators for each IT Goal
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Table 3. Qualitative evidence indicators for IT Goal 1

IT Goal 1: Have a very clear idea of the vision and IT strategy for the whole university.

UK | Has responsibility for overseeing the implementation of the IT Strategy been assigned to an IT Strategy
Steering Committee?

UK |Does the IT Strategy Steering Committee represent all relevant stakeholders in IT and information
systems?

UK | Does the institution have a documented IT strategy (or equivalent)?
E Are the strategic priorities of IT clearly defined?

CM | Are the strategies and operational priorities which appear in the University Institutional Strategic Plan
clearly shown in the IT Strategic Plan, with no ambiguity, masking or loopholes?

UK | Has this strategy been approved by the Senior Executive group and the Institutional Governing Body?

UK | Are these strategies periodically updated?
UK | Are all the institution’s information systems covered by the IT strategy?

E Does the IT strategic plan focus only on central initiatives and activities or does it include activities which
involve the University as a whole?
E Does the IT strategic plan include a procedure to measure the level of achievement of every IT goal?

CM |Is there a defined procedure through which the management can transfer the foundations of our IT
strategic plan to the rest of the organisation?

UK From JISC (United Kingdom)

E From EDUCAUSE
CM From Calder-Moir Framework




3.3. ITG4U Toolkits

Besides the ITG4U framework, a series of toolkits has been designed which will facilitate the
implementation of the framework in each university (Figure 8).

Figure 8. Set of toolkits

3.4. Maturity Model

Our aim is to operate with a maturity model similar to that of COBIT (with values between 0 and 5)
in such a way that, when carrying out the self assessment process, each university will have to
determine the status of each of the seventeen IT goals within this model (Figure 9).

Figure 9. Maturity Model Levels

Non- Initial / Repeatable Defined  Managed/
existent ~ ad hoc /intuitive  processes Measurable Optimised
0 ’ 2 3 4 5
I ' I t‘ 1 1
0 -the university does not have a defined IT objective, it is not aware of the need
Current status of the for one
university 1 - Objective established, but with disorganised and ad hoc processes
' 2 - Objective immature, the processes follow a regular pattern
HEI average 3 - Objective begins to mature, documented and communicated processes
Target value of the university 4 - Objective reasonably mature, the processes are monitored and measured

5 - Opotimum level of obiective. based on good practices

In order for the response to be uniform, we will produce 17 tables which will describe the different
maturity levels for each of the seventeen IT goals suggested.



3.5. Self-Assessment Toolkit

A self assessment tool will be designed in such a way that, for each of the seventeen IT goals, there
will be a series of questions (that include all the indicators), whose answers will indicate whether
the characteristic elements of each of the maturity levels have been fulfilled.

The suggested question will include almost all of those present in the JISC self-assessment toolkit.

3.6. Benchmark Analysis

As the Universities carry out their self-assessment processes, they will be sending information to a
central system which will be in charge of analysing this information and determining the average
level of each IT goal for the HEI, along with other results of interest for IT managers.

CRUE will analyse the results obtained and will publish an annual report which will help the
universities to understand the global maturity of the HEI and carry out benchmarking processes.

3.7. Good Practice Guidance

Once the self assessment has been completed, each IT manager will have to plan their own
improvement actions. To facilitate this planning, we will offer a guide containing a collection of
good practices relating to each of the IT goals. These guides will be similar to those offered by JISC
(2007b) in its toolkit.

4. CONCLUSIONS

The ITG4U Framework proposed by CRUE will be very useful in establishing improvement actions that
may be implemented in each university to achieve a higher IT governance maturity level.

CRUE is promoting the implementation of the ITG4U in Spanish universities. The first universities to
implement this IT governance model will do so in the second semester of 2009.

Van Grembergen & De Haes (2008) propose the following steps when implementing an IT governance
system in an organisation: training the IT managers in IT Governance, analysing and understanding
the initial situation of IT Governance (self-assessment) and designing a plan for implementing IT
governance in the organisation.

The Spanish Higher Education System will now have common tools to provide information in order to
compare universities and to help design global improvement actions. On the other hand, as long as
the model is reasonably general, other European universities will be able to use it without having to
make significant changes. At least it will provide a good reference and the experience gained
through its implementation may be taken into account in the design of their IT governance
frameworks.
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